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1 Introduction

Alcolizer Technology is the largest supplier of alcohol instruments to Australian law
enforcement and industry. Over 20 million tests are conducted annually using our Australian
made alcohol breath testing equipment.

The Alcolizer AlcoCONNECT™ Data Management (AlcoCONNECT) system combines
Alcolizer’s innovative testing technology with state-of-the-art business solutions. It is the
ideal tool for Safety and Business Managers seeking real time, analysed test results from
across your business.

Our Alcolizer AlcoCONNECT Dashboard of results gives an easy to review analysis of your
test data by number of tests, site location, time of day, test results and employee details.

OnSite Testing Full Test Mode, Alcohol and Drug tests are listed separately, and tests can be
viewed by sites or devices. Drill down into data on the Dashboard for instant access to the
original alcohol, drug screen and confirmatory toxicology results.

p '.@\

MlcoCONNECT -
live

Disclaimer — External Documents note to reader

The BAC or BrAC readings obtained by correct use of this device is only considered accurate at the time of
testing. Great care has been taken to ensure the accuracy of each reading.

Neither the manufacturer, the distributor, nor the owner accepts liability or responsibility due to any action
or claim arising from the reading produced by this device, whether used correctly or incorrectly.
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2 Features
e Secure cloud-based test results storage

e Dashboard user interface for at-a-glance results accessibility and database creation

e Automatic service and technical issues alerts delivered directly to Alcolizer
e Customised messaging on wall mount screens

e Instant access from anywhere in the world
e Remote monitoring

e Real time alerts

3 Setting Up AlcoCONNECT for Your Company

Contact your sales representative to receive a copy of the form required to set up your
company in AlcoCONNECT.

1. All companies should have at least 2 authorised company contacts. Security is
paramount and Alcolizer will only make changes with the approval of an authorised
company contact. These are set on the company profile page. Authorised company
contacts should be setup with a Customer Contact login.

2. Once your Customer Contact login(s) are set up, they can login and manage company
details, users, sites, staff and devices.

3. Alcolizer will assign devices to your company. These should then be assigned to the
correct site. Customer Contact users will be sent an email when a new device is added to
their AlcoCONNECT setup.

4 Accessing AlcoCONNECT

AlcoCONNECT is accessible at https://cloud.alcolizer.com .

Accessing AlcoCONNECT requires an email address, password, and 2-factor authentication
to login.

4.1 |Initial User Account Setup
When your account is setup, you will receive an email that contains a link to set your
password. Follow the link to set your new password.

Set Password

Email joe.bloggs@acme.com.au

The password must be between 8 and 32 characters and include at least one of each of these characters:
lowercase

uppercase

number

special: {|@assent* (N\-_=+{}; <>}

LI I

New Password

=

Password Confirmation

=
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This email will have information on how to set up your two-factor authentication as well if

you are using the preferred method of authenticator app.

4.2 Loggingin
e Enter your email address and password and click the ‘Sign-In” button.
e Enter your two-factor authentication code.

@ioonweer — — —

v Signin

Email address georgia@alcolizer.com

Password =~ | sesesees

» Forgotten your Password?

If you have any problems please contact Customer Service on 1300 789 908.

4.3 Login Lockout

In the event you enter your credentials wrong five times in a row, your access to
AlcoCONNECT will be locked. You will need to reset your password using the instructions in
the Reset Password section.

Incorrect user ID or Password. Please try again. You have 2 attempts left. |

+ Sign-in

Ema email@alcolizer.com o

Sign-in

» Forgotten your Password?

If you have any problems please contact Customer Service on 1300 789 508,

If you see the ‘Please contact Customer Service’ message shown below, your IP (Internet
Protocol) address has been blocked. This is because the email address you attempted to
login with was not registered with AlcoCONNECT. This will likely affect other people in your
office as well. An authorised company contact should email Alcolizer Customer Service the
email addresses/people who had trouble logging in if known.

Sign-in

Please contact Customer Service on 1300 789 908 if you need help logging in.
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4.4 Reset Password

e |f you forget your password, you can reset it by clicking on the ‘Forgotten your
Password’ section from the login screen. Enter your email address and the displayed
Captcha code and you will be emailed a link to reset your password.

e If you are unable to reset your password, ask the person who manages your
company’s AlcoCONNECT portal to reset it for you.

o Your new password will be emailed to you. When you login, you will be
required to change this password for security reasons.

~ Forgotten your Password?

Enter your email and click reset and you will be emailed a link to reset your password.
Emai

Captcha Verification Type the characters you see in the picture below.

204 MM
Generate a new code

Enter Captcha Code

Reset

e Follow the link in the email and enter a new password.

Reset Password

Email joe.blogas@acme.com.au

The password must be between 8 and 32 characters and include at least one of each of these characters:
lowercase

uppercase

number

special: (| @#5%AEF(P\-_=+{};,<.>™)

New Password

[C]

Paszword Confirmation ®

4.5 Two factor Authentication

AlcoCONNECT requires you to use two factor authentication to login. Using an
Authenticator app is the preferred two factor authentication method. It is more secure and
is never impacted by mobile network connectivity.
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4.5.1 Authenticator App
If you do not already have an authenticator app installed on your smart device, install one of
the apps listed below:

e Google Authenticator
o https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_AU
o https://itunes.apple.com/au/app/google-authenticator/id388497605?mt=8

e Microsoft Authenticator
o https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en_AU
o https://apps.apple.com/us/app/microsoft-authenticator/id983156458
o https://www.microsoft.com/en-us/security/mobile-authenticator-app

In your initial setup email, there will be a QR Code link. Open this link and scan the QR code
in your chosen authenticator app. If you can’t find your QR code, ask whoever manages
your company’s AlcoCONNECT portal to send it to you again.

After you have entered your username and password on the AlcoCONNECT login screen,
enter the AlcoCONNECT _Live code that is shown in your authenticator app. This codes
changes regularly as the code is based on the current time.

Because of this, your smart device time must be accurate. You will need to make sure that
your date and time is set to use the date and time provided by your network. You can
normally find this in Settings -> General -> Date & Time on your smart device.

Fassword e

Vort

» Forgotten your Password?

If you have any problems please contact Customer Service on 1300 769 908.

4.5.1.1 Authenticator App Troubleshooting
If you are having trouble using an authenticator app, follow these steps:

e Make sure you are entering the code for AlcoCONNECT _Live.

e Check that your smart device is set to use the date and time provided by your
network. Codes are generated from the time on your device and if it is not accurate,
the codes will be wrong. It is often under Settings -> General -> Date/Time. If you
can’t find where to set it, then search the internet to find out how to set this for your
device.
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e Delete the entry in your authenticator app and ask whoever manages AlcoCONNECT
in your company to resend your QR Code. Scan the QR code again.
e Try adifferent authenticator app.

4.5.2 SMS

If your company policy does not allow you to install an authenticator app, then you can
request to use SMS. Authenticator apps are generally considered more secure that SMS
two factor authentication. SMS is not an option for New Zealand due to the requirement to
have a registered short code to be able to send SMS.

4.5.2.1 SMS Authentication Troubleshooting

Sometimes there can be a delay in sending/receiving SMS. This is one of the reasons why
the authenticator app is the preferred method. This is most often out of the control of
Alcolizer, E.G. if a mobile network (Optus, Telstra) is having a problem that leads to a delay
in forwarding on SMS.

If you are having trouble receiving SMS authentication, follow these steps:
e Check if others in your company are also having delays in receiving SMS. There could
be a mobile network issue.
e Ask whoever manages AlcoCONNECT in your company to check your mobile number
in AlcoCONNECT.
e Consider changing to use the authenticator app.

4.5.3 Two Factor Authentication Verification

If you enter your two Factor Authentication code wrong too many times, you will be
required to also enter a captcha code. This is a security feature that protects your data.
You must get both codes correct before you will be able to complete logging in to
AlcoCONNECT. You can ignore the case of the letters and enter everything in lowercase
letters.

~ Sign-in

Email joe.bloggs@alcolizer.com
Password . s

Captcha Verification Type the characters you see in the picture below.

[Enter Captcha Code

391240 Verify

5 General Layout
The layout of all the AlcoCONNECT reports is very similar. This section provides an overview
of how to navigate around AlcoCONNECT and use the reports.
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5.1 AlcoCONNECT Menu
The AlcoCONNECT Menu is always shown at the top of the screen when you are logged
in. The items listed in your menu change based on your user type. This user guide
displays the menu a Customer Manager user will see.

Dashboard  Sites  Staff Support  Signout

5.1 Filtering
e Results can be filtered by selection. If you can filter a report, you will see drop down
lists, radio buttons and/or check boxes below the page title. Selecting an item from
the filtering options will update the list of results.

Dashboard ~Users Company Sites Staff Products Account  Support  Sign out
Staff Activity Report Export
7 | All Staff Sites || All Job Tiles ~ Date | 25/09/2024

5.2  Searching
e Alist of results can sometimes be filtered by searching. The search box is shown next
to other filtering selections.
e The list of results will update as you type. There is no need to click any on buttons or
press enter.

Dashboard ~ Sites  Staff Reports Account Support  Signout

Products

¥ | Select Machine ~ | Search Q Set Configuration

5.3  Sorting
e [f a column can be sorted, then arrows will be shown next to the column title.
e One arrow will be highlighted to show how the list is currently ordered.
e Clicking on a sortable column heading will change the ordering of the results.

5.4 Export
Click or tap the Export button to export a report to Microsoft Excel. Not all reports can be
exported. You can only export up to 10,000 rows. If you try and export more than 10,000
rows the ‘Export’ button changes to ‘Export Unavailable’.

H o- L3O usagereport 15Kl 16112421 [Compatibiity Mode] - Excel

File s Drew  Pagelayowt  Formulss  Dats  Review 9

ate

gk

P12

A [ c o E F (] H I 1 K L M N o

1 site StaffID  StaffnameJobTitle Phone Emall  Manmager Product Date Time  BAC Serial  Location
2 @risbane 4116 Flavio Qui Productio 4.316+08 flavio.qua WM4  2015.08-04 12:54:23 0.000g/10 22750102 Foyer Brisbane
3 Brisbane 8116 Flavie Qui Productio 4316408 flavie.qua WM2  2015-08-04 16:53:55 0.000g/10 22750102 Feyer Brisbane
4 Brisbane 4113 Michael SNational & 4.12E+08 michael.s: WM 2015-08-04 17:12:38  0.000 g/10 22750102 Foyer Brisbane
5 Brisbane 4112 Uz Enrigh Customer 040142658 liz.enright WMA  2015-08-04 17:01:18  0.000g/10 23750102 Foyer Brisbane
6 Brishane 4120 Kristie BesAOD Coor 7.33E+09 kristie.ber WM4  2015-08-05 12:04:13 0.000g/10 22750102 Foyer Brisbane
7 Brisbane 4119 Sharleen AOD Coor 7.38E+08 sharleen.: WM4  2015-08-05 09:2748 0.000g/10 22750102 Foyer Brisbane
& Brisbane 4117 Phill Sedd Sales 4.17E+08 phill.sedd WM4  2015-08-05 09:03:19 0.000g/10 22750102 Foyer Brisbane
9 srisbane 2116 Flavie Qui Preductio. 4.31E+08 flavio.qua WM3  2015.08-05 0811552 0.000g/10 22750102 Foyer Brisbane
10 Brisbane 4113 Michael SNational § 4.12E+08 michael.s WM4  2015-08-05 17:10:47 0.000g/10 22750102 Foyer Brisbane
h1 erisbane 4113 Michael SNational § 4126408 michael.s: WM4  2015-08-05 07:41:12 0.000g/10 32750102 Foyer Brisbane
12 |Brisbane 4112 Liz Ennghtusmmer‘mldlﬁfn‘ liz.enright Wi 2015-08-05 17:31:59 0.011g/10 22750102 Foyer Brisbane
13 Brisbane 4112 Liz Enrigh Customer 04014265€ liz.enright WM4  2015-08-05 09:03:00 0.000g/10 22750102 Foyer Brisbane
14 Brisbane 4117 Phill Sedd Sales 4.17E+08 phill.sedd W4 2015-08-06 09:54:43 0.000g/10 22750102 Foyer Brisbane
hs srisbane 4117 Phill sedd sales 2.176+08 phill.sedd WM4  2015-08-065 08:29:31 0.000g/10 22750102 Foyer Brisbane
16 Brisbane 4116 Flavio QuiProductio. 4.31E+08 flavio.qua WM4  2015-08-06 14:11:33  0.0008/10 22750102 Foyer Brisbane
7 8risbane 4113 Michael SNational § 4126408 michael.s. WM4  2015-08-06 07:37:15 0.000g/1C 22750102 Foyer Brisbane
18 @risbane 4112 Liz Enrigh Custom '04014265(-!'(-2""5"\ wiig 2015-08-06 17:01:23  0.000g/10 22750102 Foyer Brisbane
g &ropone Lz Eopgh cusiomer Danlang songh 3 015.08 06 021427 00008 2<0100 Fover Brichana
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5.5 Pages of Data
e Large numbers of rows are broken into pages. You can move through pages of
results by clicking the arrows or numbers at the bottom left of the results table.
e At the bottom right of the results table is information on how many pages and rows

there are.
Alcolizer HOQ Brisbans w4 06/05/2016 12:27:17 0.000 g/100mL 22750064
Alcolizer HQ Brisbans W4 06/05/2016 1x42:18 0.000 g/100mL 22750064
Alcolizer HQ Brishans wmMa 06/05/2016 14:48:39 0.000 g/100mL 22750064

1 2 5 4 5 > P Page 1of 425 (3487 rows)

5.1 Change Log
e Arecord is kept of most changes made in AlcoCONNECT. It shows what was
changed, what it was changed from and to, who made the change and what date
they made the change.
e Arecord of who created the initial record is also stored.
e This feature is being introduced gradually, so some actions are not recorded in the
on-screen log yet.

Column old Value New Value Who When

phone 1300789 308 AlcoCONNECT Admin (T) 15/06/2023

Page 1 of1(1row)

6 Dashboard

When you first log into AlcoCONNECT or click on the AlcoCONNECT logo, you will see your
Dashboard.

6.1  Activity Dashboard

The Activity Dashboard provides instant access to key information as a series of graphs
and summaries. Dashboard graphs can be filtered by site (click on graph segment) and/or
product, and date range.

6.1.1 Alcolizer Graphs

The Alcolizer graphs provides summaries of test data logged by breath testing devices. This
includes wall mounted devices and testing completed using the quick test mode in the
OnSite Testing app.

There are three (3) graphs provided.
*  Number — the number of tests by month, grouped by Site.
* Time —the number of tests and time of testing.
* Exception —the number of exception test results by month grouped by Site. An
exception is a breath test result where the received test result was above the
company’s cut off limit at the time it was received.
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Activity Dashboard
All Products v From:  13/02/2018 To- 131042018 k Refresh
~Alcolizer
Number Time Exception

Activities Exparl Back

T peth v || Al Machines v Blzer B anoe B eweonon Fom | 1SUBZ0E3 | Te 15062023

Prres I perth a2y 139523 212760011

335 Joe Blopgs Perth Wt A5-06-2028 150709 0000 g/Z00L BrAC nmwan

Clicking on an entry in the Activity List will open the Reading screen where you can view the
details of the test and image of the employee. Images will only be available if your machine
has a camera installed.

Activity Record Back
The breath test result as it was displayed Machine Identification

Result 0,000 g/100mL BAC Sectal Number 90123456

Date and Time 25-10-2017 14:19:31 Product W4 Balcatta
Log Record ID 9239 Description Balcatta

Assembly Code AS-00003.04

Staff Software Version 2121

Sl ID 1248

Name Jan Bloggs

Job Title Driver

Phone 1300 789 908

6.1.2 Druglizer Graphs

NOTE: most companies use the OnSite Testing app when using an LE5 Druglizer. So, this
section is not relevant to most companies. Refer to OnSite Testing Graphs below if you
are using the OnSite Testing app.
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The Druglizer graphs provide summaries of readings data logged by Druglizer devices.

There are three (3) graphs provided which are in the same format as the Alcolizer Graphs
described above. Clicking on the Number and Exception graph column will open the
Druglizer Activity List, similar to how Alcolizer Graphs operate.

6.1.3 OnSite Testing Graphs
The OnSite Testing graphs provide summaries of readings data logged from the Full Test
mode in the OnSite Testing app. There are three (3) graphs provided.
*  Number — the number of tests by month, grouped by Site.
* Time —the number of tests and time of testing.
* Exception — the number of exception test results by month grouped by Site. An
exception can be an unconfirmed drug test result or positive breath test.

OnSiteTesting

Number Time Exception

o
&
Number of tests
" 2 a
Nurmber of exception test:
»
»
I m

Dec2019 012345678 9101112131415161718192021222324 Nov 2019
Month Hour of day Month

Click on a graph column to see the activity list for more detail.

Activities Export Back

7 B negative B unconfirmed From 271032023 | To | 3103/2023
T T T T T S T S
27/03/2023 Alcalizer HQ Perth John Smith Diriver 27/03/2004 Negative

27/03/2023 Alcolizer HQ Perth November Tester 27/03/2016 Negative

Clicking on an entry in the activity list will open the Activities screen where you can view the
details of the test.
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6.2 Map Dashboard
The Map Dashboard is accessible from the Dashboard Menu.

The Map Dashboard provides summaries of readings data mapped to location and broken
down by result categories of Zero, At Risk and Exception. This dashboard does not include
any testing completed in the Full Test mode in the OnSite Testing app.

There are three (3) graphs:
*  Number (Pie Chart) — the number of readings in each result category.
* Time (Bar Chart) — the number of readings in each result category by time taken.
* Map —the number of readings in each result category mapped to location.

Map Dashboard

7 All Products v | From: 13/02/2018 |To:| 13/04/2018 ! Zero/Negative ¥ AtRisk ¥ Exception/Unconfirmed Refresh
Mlcolizer
-
Gnangara Number
Map  Satellite @ Ll
7- ) Pearsall
lla i
Kallaroo Woodvale Wangara Zero Exception |
At Risk At Risk
o 1 Risl|
(53] @ M Exception
Hillarys Padbury  Kingsley Madeley Lanosaaie
@ (o4
Sorrento Marangaroo
Duncrai
3 Girrawheen 9
Warwick Ballaju
204]
Carine  Hamagsley zero
38
Balga Malaga z
North Beach @ [>) Mirrabooka 9 Time
@D
1%
@ Karrinyup @ palcatta Noranda ’
L76] Nollamara
(76 Dianella D 10
Scarborough §
Osborne Park Yokine 'I‘ g
5
@ - o @
@ P Q@ Ingle
-+ 0 1
@ Hyde Park & 00 02 04 06 08 10 12 14 16 18 20 22
—
City Beach e Zero AtRisk Il Exception
Google ) Map dota £2015 Gurgle Tetma of ) RGFF a map er

The report can be restricted to mapping only selected categories E.G. Exception. You can
click on the pie graph and map to click through to the activity list for more details.

6.3  OnSite Testing Dashboard

This dashboard only appears under the Dashboard menu if you are performing your own
Drug & Alcohol testing with the OnSite Testing app using the Full Test mode.

The OnSite Testing Dashboard allows you to record the result of any laboratory testing of
samples and view any incomplete forms to find out why they have not been fully accepted
by AlcoCONNECT.
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6.3.1 Laboratory Testing

If an unconfirmed drug test results is sent to a laboratory for confirmation testing, then a
PDF of the laboratory test results can be uploaded and linked to the test record.

Click on a row in the Laboratory Test Report section.

OnSite Testing Dashboard

Al Sies -

Laboratory Test Report

Algolizer MO Brishane sod_ofd_form Al Tango 1 201240815

This will open a form to save the laboratory test and record the result.
Enter any comments if required.

Change the date if required. This is set to today’s date by default.
Choose a result from the drop-down list.

If desired, you can upload a PDF of the laboratory results.

Click on Save if the record is not finalised.

Click on Approve to finalise the report.

ok wnNPE

Laboratory Test Report (Not Approved)

QA Comments

Approve Save Back Mext

Date 2700772023
Company Alcolizer HQ
Site QJd Sales Demo
Donor Name Tango
. o
Date Of Birth 17/03/2020

Confirmation Results

Dre s e

AMP Waiting For Coniurmaqog v

! Negative L33 [
Lab Test Results PDF: {none)  Upload new: | Choose ﬁ Mot Tested
Poszitive
‘Waiting For Confirmation

6.3.2 Incomplete Testing Session
If the testing session is unable to sync from the OnSite Testing app to AlcoCONNECT, but
does not appear on this dashboard then check the following:
e Technician initials in the OnSite Testing app
o These must match the technician initials that appear in AlcoCONNECT.
o Loginand click on Account and look for ‘OnSite Testing Technician Initials’.
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o If you cannot see any, you are not authorised to use the OnSite Testing app.
Ask whoever manages your company’s AlcoCONNECT portal and they can get
an Authorised Company Contact to request this from Alcolizer.
e Company Name.
o The company name must match exactly what is in AlcoCONNECT.
o Check with the person who manages AlcoCONNECT for your company.
e Site Name.
o The site name must match exactly what is in AlcoCONNECT and the user must
have access to that site.

A testing session will appear here if it is incomplete and unable to be completely synced to
AlcoCONNECT.

Incomplete Forms

Alcolizer HQ, Perth summary No No No MNFX 30-12-2019
OFD Unconfirmed MNovember 23-12-2019

Click on each row and at the top of the form a list of any issues with the form will be
displayed. Each of these must be completed in the OnSite Testing app before the form will
be accepted as complete by AlcoCONNECT.

Dashboard Users Company

Oral Fluid And Alcohol Drug Screening (Incomplete)

The form needs to be completed in the app. Check the following:
The donors declaration date is not set yet
The donor has not signed the declaration form.
The certifying date is not set yet
The technician signature is missing
Back

Drug and Alcohol onsite testing is conducted in accordance with Standard - AS4760-2019 and AS3547-2015

7 Company

Access to the company section is restricted to Customer Contact and Customer Admin user
logins. Customer Contact users can adjust all details related to your company profile except
for company name. Contact Alcolizer Customer Service to receive a copy of the form
required to change company name in AlcoCONNECT. This form must be approved by one of
your company’s Authorised Company Contacts and proof of company change of name must
also be emailed.
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7.1  Authorised Company Contacts

Authorised Company Contacts are the people who are allowed to email a request Alcolizer
to make a change to your AlcoCONNECT portal. Alcolizer recommends having at least two
Authorised Company Contacts in case one person is away.

e |f you add someone to the Authorised Company Contacts list, Alcolizer recommends
that you also set them up as a Customer Contact user. This gives them the
permission they require to maintain your AlcoCONNECT setup.

e |f you remove someone from the Authorised Company Contacts list, consider
whether you should set the user to inactive or downgrade their access. If they are
left as a Customer Contact user, they can login and add themselves back to the
Authorised Company Contact list.

7.2  Alert Recipient Emails
When an exception is received, all emails in the highlighted sections on the company profile
are sent the alert email.

Address line 2 Alert recipient email 1
Authorised Company Contacts Nigel Burr Alert recipient email 2
Phone 1300 789 908 Alert recipient email 3
Fax Alert recipient email 4

Mobile Alert reciplent email 5

Email

An exception can be:
e a breath test result where the received test result was above the company’s cut
off limit
e an unconfirmed drug test result or positive breath test — for self AOD testing only

NOTE: if you are using Alcolizer to perform your Alcohol and Other Drug (AOD) testing, you
will not be automatically emailed but will instead be advised by our AOD team as per your
specified ‘process for unconfirmed’ instructions.

7.3 Send A Test Alert Email

Click on the Test email button and an email will be sent to the company contact email
address and all alert recipient emails. This simulates an exception email.

8 Users
Users are people who can login to the AlcoCONNECT portal.

Access to the user section is restricted to Customer Contact and Customer Admin user
logins. If you do not see ‘Users’ in the top of the menu, you do not have access to manage
users. Refer any requests to whoever manages your company’s AlcoCONNECT portal.
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8.1 User Login Customisation
A user login can be customised by the following:

e User Types
e Sijte Restriction

e Report Access

8.1.1 User Types
Different user types have different levels of access within AlcoCONNECT. The user types are
described in order of access from lowest to highest access.

8.1.1.1 Customer Staff User
NOTE:
e ‘Customer Staff’ user relates to a person who can log into AlcoCONNECT.
e ‘Staff’ in the top menu refers to a section of AlcoCONNECT where you can enter your
companies staff details including staff IDs and names. See the Staff section.

A Customer Staff user can:
e Manage device details.
e Move devices between sites.
e View testing records and results.
e Export testing records and results.
e Set up periodic emailed reports.

NOTE: a Staff User cannot access sites or staff details.

Products Reports Account Support Signout

8.1.1.2 Customer OnSite Testing Technician (COTT)
A COTT must have OnSite Testing Technician initials setup and as such must be setup by
Alcolizer. One of your authorized company contacts will need to request this user be setup.

A COTT has similar access to a Customer Staff user type, but they cannot:
e Manage device details.
e Move devices between sites.

They can also:
e View the OnSite Testing Dashboard (if enabled).
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8.1.1.3 Customer Manager User
A Customer Manager user type has all the access capabilities of a Customer Staff User plus
they can:

e Create and manage sites.

o Note if a Customer Manager has a site restriction, they cannot add sites.

e Add and manage staff details.

e Manage WM4/Centurion configuration.

e View the OnSite Testing Dashboard (if applicable and enabled).

Sites Staff Products Reports Account Support Sign out

8.1.1.4 Customer Admin
A Customer Admin user type has all the access capabilities of a Customer Manager user,
plus they can:

e Add and manage Customer Manager and Customer Staff users.

e View the company setup.

e Manage the company profile.

Users Company Sites Staff Products Reports Account Support Signout

Breathalyser Activity
Staff Activit

Al ALY Refresh
OnSite Testing

Company Setup

8.1.1.5 Customer Contact
Your first Customer Contact user can only be created by Alcolizer. After that existing
Customer Contacts can create and maintain Customer Contacts and other user types.

A Customer Contact user type has all the access capabilities of a Customer Admin user plus
they can:

e Add new Customer Contact and Customer Admin Users

e Maintain the Authorised Company Contact list.

When you set someone up as a Customer Contact user, consider whether they should also
be added to the Authorised Company Contact list. When you set a Customer Contact to
inactive or downgrade the user type, check to see whether they need to be removed from
the Authorised Company Contact list.
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8.1.2 User Type Access Matrix

This matrix shows an overview of each user type access. The user types are listed in order of access from lowest to highest access (left to right).

C C Ci [

Portal Section Notes Staff COTT | M Admin Contact
What sections appear on the Activity Dashboard depends on company testing results and the individual

Activity Dashboard user profile setup. Yes Yes Yes Yes Yes
What sections appear on the Map Dashboard depends on company testing results and the individual user

Map Dashboard profile setup. Yes Yes Yes Yes Yes

Activity Report Can clickthrough from the Activity or Map Dashboard to a list of results. Yes Yes Yes Yes Yes
Applicable only if your company is performing their own full test mode testing in the OnSite Testing app.

OnSite Testing Dashboard Allows you to see pending lab tests and any incomplete testing sessions. No Yes Yes Yes Yes

Users Access to add and manage users who can login to AlcoCONNECT. No No No Yes Yes

Company Can manage company profile. No No No Yes Yes
Can manage authorised company contacts. These are the people who can request Alcolizer to make a

Manage Authorised Company Contacts | change onyour behalf. No No No No Yes

Sites Can manage sites. If a user has a site restriction, then they cannot add sites. No No Yes Yes Yes
Can manage staff details. These are used to display the matching staff name in reports when a staff ID was

Staff entered with a test. No No Yes Yes Yes

Products Manage any testing instruments linked to your portal. Yes No Yes Yes Yes

Product Custom Image (Config) Assign images to idle screen on wall mounted devices. No No Yes Yes Yes

View Next Service Due Date This is applicable for wall mounted devices only. No No Yes Yes Yes

OnSite Testing Test Form Clickthrough to see the Full Test Mode OnSite Testing test form. No Yes Yes Yes Yes

Lab Test Results Form Upload and record lab test confirmation results. No No Yes Yes Yes

Breat Activity Report Access also depends on company test results and individual user profile setup. Yes Yes Yes Yes Yes
Access also depends on company test results and individual user profile setup. Most companies DO NOT

Druglizer Activity Report have results for this report. Yes Yes Yes Yes Yes

Staff Activity Report Access also depends on company test results and individual user profile setup Yes Yes Yes Yes Yes

OnSite Testing Report Access also depends on company test results and individual user profile setup. Yes Yes Yes Yes Yes
View individual breath (or Druglizer) test results. NOTE this is not related to Full Test mode in OnSite

View Test Record Testing. Yes Yes Yes Yes Yes

Company Report Can view the company's AlcoCONNECT setup No No No Yes Yes

Site Restriction Customer Contact and Customer Admin must see the full company Yes Yes Yes No No
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8.1.3 Site Restriction
Site restriction does not apply to Customer Contact and Customer Admin user types. They
will always see all data in your portal.

8.1.3.1 No Site Restriction

If a login should be able to see all devices/results that are associated with your company,
leave the site restriction empty as shown below. This will allow the person to see devices
that are not yet assigned to a site.

User Type Customer Manager w

Site Select Site

8.1.3.2 Site Restriction
A login can be restricted to one or more sites. As soon as a login has a site restriction, they
will not be able to add or delete sites.

Head Office ¥ | | Perth Office X
Site

8.1.4 Report Access

You can choose to grant access to various sections of the portal for each user. A green tick
indicates that your company has relevant data in AlcoCONNECT. If you tick Report Access
when your company does not have any relevant data, the reports will not be displayed in
AlcoCONNECT until data exists.

Report Access
P o Company Data Check Access @ Check Box{es) Below For Report Access €

Breathalyser Access

x Druglizer Access
x OnSite Testing Access
x [ onsite Testing Dashboard Access

8.1.4.1 Breathalyser Access

Enabling gives the user access to view Alcolizer Graphs on the Dashboards and the
Breathalyser Activity and Staff Activity reports. This shows tests performed on a wall mount
device or a handheld device using the Quick Test mode in the OnSite Testing app.

8.1.4.2 Druglizer Access

NOTE: most companies use the OnSite Testing app when using an LE5 Druglizer. So, this
report permission is not relevant to most companies. Refer to OnSite Testing Access
below if you are using the Full Test mode of the OnSite Testing app. If you have an LE5
Druglizer linked to your account, you will see a green tick next to the Druglizer Access row.
This does not mean you will have test data that is categorised as Druglizer data.
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Enabling gives the user access to view Druglizer Graphs on the Dashboards and the Druglizer
report.

8.1.4.3 OnSite Testing Access

Enabling gives the user access to view Onsite Testing Graphs on the Activity Dashboard and
the OnSite Testing report. This is testing completed in the Full Test Mode of the OnSite
Testing app.

8.1.4.4 OnSite Testing Dashboard Access

Enabling gives the user access to view the Onsite Testing Dashboard. This is only relevant if
you are performing your own Drug and Alcohol testing via the Full Test mode in the OnSite
Testing app. This access allows you to check why a testing session is not syncing fully to
AlcoCONNECT and store laboratory confirmation testing reports.

8.2 AddA User

e Click on Users tab in main menu.

e Click the Add button in the top right of the page.

e Complete at least the required fields.

e Select the appropriate User Type. See User Types for details.

e If the user is to have access to all machines associated with the company, leave the
Site field empty. Otherwise select the required sites. See Site Restriction for details.

e Select which Report Access the person will have. See Report Access for details.

e The email and mobile phone numbers will be used for communication, so make sure
they are correct.

e There are 2 options for Two Factory Authentication:

o Authenticator App -

1. Aunique QR code is created for each user.

2. Scanning this code authorises the authenticator app to create codes
that can be used for 2fa. This can be more reliable and is the
preferred method.

o SMS —this uses an external provider to send an SMS code to a mobile phone.
e An automatic welcome email will be sent which provides the user with a link to set
up their own password. If you selected Authenticator App, extra information about
setting up an Authenticator app is sent in the email.
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User
This form allows you to create users who can login to AlcoCONNECT. All felds marked with a star are mandatory.
Name
Email
Mobile
Phone
User Type Select User Type
Report Type Access Customer Admin
Customer Manager
Customer Staff
x O Druglizer Access
x OnSite Testing Access
x [C] onsite Testing Dashboard Access
Two Factor O sms
Authentication @ Authenticator App

8.3 View and Edit A User
View and edit users as follows:

e Click on Users in the main menu to open the Users list.

e You will see all Active users by default.

e |f you are a Customer Contact user, you will be able to see OnSite Testing Technician
Initials (if applicable). These are required to use the Full Test mode in the OnSite
Testing app.

e Click on the user’s row in the User list. This will open the selected user in the User
Details screen where you can view and edit user information.

e Make any required changes.

e Click the Save button at the top right of the screen to save any changes. The user
details will be saved, and a message displayed at the top of the screen reporting
success, or an error message if there was a problem.

8.3.1 Changing Password

You will need to enter the same password twice. Check that the password matches the
displayed password requirements. When you save the form, the user will be emailed their
new password direct. The email contains advice to reset their password when they login.

8.3.2 Resending A QR Code

If a user is using an Authenticator app for two factor authentication, then there will be an
email link that will email the QR code to the users email address. This is useful if someone
did not scan the QR Code on initial setup or has changed phones etc.

Two Factor ® Google Authenticator - Email users un'@j.le QR Code
Authentication ) sMS
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8.3.3 Set A User to Inactive

Setting a user to inactive stops that user from logging in and receiving automated reports. It
does not remove the email from any alert recipient emails lists on company and site
profiles. This needs to be done separately if required.

Alcolizer does not delete users. AIcoCONNECT has an in-built log history of who changed
what and when they did it. If we deleted a user, the who part would be lost.

Change the Status from Active to Inactive to stop someone using AlcoCONNECT.

Two Factor Authentication @ sps
(O Authenticator App
Status O Active
® |nactive
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9 Sites
Sites can be used to help you restrict user’s access to specific products — see Site Restriction.
You can also setup who gets emailed about exceptions (alert recipients).

Click Sites in the main menu to view your Site list.

Sites Add
Alexandria Australia NSW Alcolizer HQ Nigel Burr nigel.burr@alcolizer.com Active
9.1 Adding aSite

NOTE: if you cannot see the Add button, it is because you have been set up with a site
restriction and are not allowed to create new sites. Ask whoever manages AlcoCONNECT for
your company to complete this action for you.

Click Sites in the main menu.

Click the Add button to add a new site.

Enter the site information. Required fields are indicated with a star.

The Time Zone field needs to be set to the local time for a true reflection of test time.

The Time Zone that is set on either the wall mounted device or smart device should be

set the same. Ifitis not, this may lead to time zone discrepancies appearing in results in

AlcoCONNECT.

5. GPS coordinates are required to allow test data with no GPS location data to be shown
on the Map Dashboard. Click on the ‘Get GPS Coordinates’ button after entering the site
address details. You can enter this manually if the coordinates cannot be determined via
clicking the Get GPS Coordinates button.

6. Click on the Save button once you have completed entering the site details.

PwnNpeE

OnSite Testing Gentact Phone

Get GPS Coordinates

Latitude 318732

=

Longitude

115518

Sites save | Back
Site Name Alcolizer Perth
= G -
country Australia v ez i
Address ine 1 35 Mumford Place St Hetcrarao021 2
Company Breath Result Limit: 0
Addressline 2
Alert recipient email 1
Contact Person
Alert recipient email 2
Phone
Alert recipient emsil 3
Fax
Mokile
Email
- Select Time Zone v
status ® Active

Map  Satellite o Knowles St Rickman St Agy Ricl 77 1
=
7 ) g
§___ Stiding Podia Attra Cadd S 10 Fina
o | 3 tiring Podisty. @, fllaCodd O s e & & i
Busy Bees O 2 a ‘ 2 § 2
Bruton St % s Appleby St 9. 2
) @ 1
ot a2 & 1 Avalanche
g cntol | Kexby St sk Reserve = rrove e O Col
Nido Early @ .
School Balcat TerrSat Pt
: g e Balcatts Senior & — O recsaipy
i Figh Sehog melia St Amelia St Amelia St 2
FartPark @) g w
) 5 Guelfi Rd BaLIC HoMmes ©) E ly Eco Goods %)
I = i it Alexanrios <
o & 2 - —
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9.2 View and Update Site Details

1. Click on the site record in the site list. This will open the selected site record.

2. Make any changes you need. Required fields are indicated with a star.

3. If you change the address details, to get accurate mapping in the Map Dashboard, you
should click on Get GPS Coordinates button.

4. Click the Save button at the top right of the screen to save the changes. The site details
will be saved, and a message displayed at the top of the screen reporting success, or an
error message if there were any problems (i.e. missing required fields).

5. Click the Back button to return to the site list.

9.3 Delete a Site

NOTE: if your AlcoCONNECT portal system uses OnSite Testing data it is not advisable to
delete any sites.

1. Before deleting a site, check which users have that site assigned to them and adjust
if required — see View and Edit Users. If you don’t have permission to adjust users,
you should advise the person who manages your AlcoCONNECT portal for your
company.

Click on the site record in the site list. This will open the selected site record.

Click on the Delete button.

You will be prompted to confirm the deletion. Click OK to delete or Cancel to keep
the site.

5. Click the Back button to return to the site list.

NOTE: deleting a site does not delete any associated data. EG all products and associated
test records are kept. It does however remove access to any OnSite Testing data. If Alcolizer
performs AOD testing for you, it will also remove that site’s testing specifications details.
This may impact your OnSite Testing in the future.

Dashboard Staff  Products Reports  Acor

If you use our OnSite Testing services, you will find that when a testing job is scheduled you
will not be able to delete this site. You will need to contact Alcolizer to cancel any
scheduled jobs. It is not advisable to delete sites that are associated with OnSite Testing.

Dashboard Staff Products Reports Account Signout
Save Delete Ungwailable Test email Back
gq You cannot delete this site until the scheduled OnSite Testing job is completed or cancelled
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9.4  Alert Recipient Emails

When an exception is received that relates to a site, all emails in the highlighted sections of
the site profile are sent the exception email.

Address line 2 Alert recipient email 1
Authorised Company Contacts Nigel Burr Alert recipient email 2
Phone 1300 789 908 H Alert recipient email 3
Fax Alert recipient email 4
Mobile Alert recipient email 5

Email

An exception can be:
e a breath test result where the received test result was above the company’s cut
off limit
e anunconfirmed drug test result or positive breath test — for self AOD testing only

NOTE: if you are using Alcolizer to perform your Alcohol and Other Drug (AOD) testing, you
will not be automatically emailed but will instead be advised by our AOD team as per your
process for unconfirmed instructions.

9.5 Send A Test Alert Email

1. Click on the site record in the site list. This will open the selected site record.
2. Click on the Test email button.
3. An email will be sent to the site contact email and all alert recipient emails.

10 Staff

If you are using an Authorisation Code on wall mounted devices or recording Donor ID’s in
the Quick Test Mode in the OnSite Testing app, then you can have the matching staff name
displayed in AlcoCONNECT if you enter your staff details into AlcoCONNECT.

Click Staff in the main menu to open the Staff list.

10.1 Adding New Staff
Staff members can be added individually or imported from an excel list.

1. To add a staff member individually, from the Staff screen click the Add button at the
top right of the staff list.

Staff Add Import Export Dalete
d Al Sites v Al Job Titles

Search
(o< rrmmes L uzmmes -
. # a
- 355

Aiphy Horel

R

alpha hotel @aicolizer.com

3333 Tango

=

Alcolizer HQ Perth Romeo Goif

6114 Romeo Golf General Manager Acolizer HQ. 0414141418 romea galf@alcolizer.com

2. Enter the Staff information. Required fields are indicated with a star.
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[Q Dashboard !

3. Click the Save button at the top right of the screen to save the details.
The staff details will be saved, and a message displayed at the top of the screen
reporting success, or an error message if there are any problems (i.e. missing
required fields).

5. Select the Back button to return to the staff list.

10.2 View and Update Staff Details
To view and update staff details.
1. Click on Staff in the main menu to open the Staff List.
2. Click on the Staff record in the Staff List. This will open the selected staff record in
the Staff Details screen where you can update the staff information.
3. Required fields are indicated with a star.
Click the Save button at the top right of the screen to save the changes. The staff
details will be saved, and a message displayed at the top of the screen reporting
success, or an error message if there were any problems (i.e. missing required
fields).
5. Click the Back button to return to the Staff List.

Staff Save Delete Back
] 123 %

Site Alcolizer v

Manager Select Manager v

First Name Joe

Last Name Bloggs

lab Title Driver

Email

Phone

10.3 Delete A Staff Member

To delete a staff member.
1. Click on Staff in the main menu to open the Staff List.
2. Click on the Staff record in the Staff List. This will open the selected staff record.
3. Click the Delete button at the top right of the screen to delete the staff member.
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4. You will be prompted to confirm that you would like to delete the staff member.
Click OK to delete or Cancel to keep.
5. You will be returned to the Staff List.

NOTE: Deleting a staff member does not delete any breath tests performed by that staff
member. Any tests that used that staff ID will show up as an Invalid Staff ID in reports.

10.4 Deleting Multiple Staff Members

Click on Staff in the main menu to open the Staff List.

Filter the results to show only the staff members you want to delete.

Click the Delete button at the top right of the screen to delete these staff members.

A pop up will appear telling you that a backup Excel file will be created and

downloaded for you. Click OK.

5. Check that the file has downloaded. You should keep this file as a backup in case you
need to reimport the deleted staff.

6. You will be prompted to confirm that you would like to delete the staff members.
Click OK to delete or Cancel to keep.

7. You will be returned to the Staff List.

P w N

deletion process happens. You will be asked to confirm before the

eletion process o
Staff deletion process starts. 2 joe
All Sites ~ Al Job Titles v
123 Jos Bloggs Driver Alcolizer HQ Alcolizer

NOTE: Deleting a staff member does not delete any breath tests performed by that staff
member. Any tests that used that staff ID will show up as an Invalid Staff ID in reports.

10.5 Importing Staff Details
e When importing staff details from an excel file it is important that you prepare the
file and follow the instructions shown on the staff import screen.
e The order of the columns MUST be the same as described in the import instructions.
e The staff site must already exist as a site in AlcoCONNECT.

Staff Import

Instructions

1. The file must be xls

2. Each entry must be on its own line.

3. The header row must be in the import file

4. The order of the columns/header row MUST be like this: 1D, First Name, Last Name, Job Title, Company, Staff Site, Phone, Email, Manager First Name, Manager Last Name.
5. Company details cannot be changed. They will be ignored.

6. You cannot add a new Staff Site with this form. The Site must already exist for the Company.

7. Manager Information

o The Managers name will be displayed in any relevant Exception Alert emails sent from AlcoCONNECT Live.

o The Manager will not be emailed, unless their email is listed in the Alert reciplents list for the relevant site or company.

Example File Layout

ID | First Name Last Name Joh Title Company Staff Site Phone Email Manager First Name Manager Last Name
23 [ice Bloggs larea Manager [alcolizer Technology Perth Office joe.bloggs @alcolizer.com
222 [ane Smith [Driver JAlcolizer Technology Perth Office jane.driver@alcolizer.com oe Bloggs
Choose file |No file chesen Import
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Click Choose File and then select the import file, then click on Import.

On Completion, AlcoCONNECT will report the number of records inserted, updated
or not processed due to an error.

10.6 Exporting Staff

To export staff details, from the Staff screen select Export. This will export all the staff
records in the staff list to an excel spreadsheet.

10.7 Staff Details Appearing In Reports

If you don’t require a staff ID to be entered when a test is performed, then your results will
appear as shown in the first row in the Activities screen shot below. Reports will show that
no staff ID was recorded when the test appears in reports.

If a staff ID was entered, but it doesn’t match any staff IDs you have recorded then your

results will appear as shown in the second row in the Activities screen shot below. The

unknown staff ID will be shown with the words ‘Invalid Staff ID’.

If the staff ID that was entered matches one of your entered staff IDs, the staff members
name will be as shown in the third row in the Activities screen shot below.

Activities

7 |Peith

1122ty

~| | AllMachines

Not Recorded
Invalid Staff 1D

Joe Bloggs

zer0

B

Risk B exception

perth

Perth

perth

w4

w4

wmis

0812:2020

04122020

15:40:48

154138

0,000 g/100mL

0,000 g/100mL

0.000 g/100mL

22760011

22760011

Export || Back

From | 0411202020 | To | 04/12/2020

Page 1 of 1(3 rows)

11 Products
The products screen lists all the Alcolizer instruments that you have linked to
AlcoCONNECT. Click Products in the main menu to open the Products List.

Products

Alcolizer HQ.

Alcolizer HQ.

i All Products

™ || Search

Brisbane Reception

Centurion

10000000

121721212

e e T [ T
Alcolizer HQ LES Alcolizer 00000008 Mike Oscar IMike

Golf Mike

Iike

Set Configuration

No Date Recorded
No Date Recorded

28/08/2023

11.1 View and Update Instrument Details

Depending on your access level, you can set the following details for each instrument by

selecting the instrument from the list:
e Site
e location on site

e (Contact name
e Contact Number
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e GPS Coordinates — these are based on site or company address or you can enter
them manually.

Once you have updated the details click the save button.

Product Save | Back
Alcolizer HQ.

wwmd

22720078

16224
essed At 13/05/2020 03:05:04 PM

Site Perth i
Location On Site Romeo

Contact Person Lima Bravo

Contact Phone 0412345678

Configuration

Idle Background Enabled O Enabled ® Disabled

idle Background (png, joeg, bmp or gif ONLY) Choose File | No file chosen

Get GPS Coordinates

Lamituge -31.8732 Longitude 115.818

=

Map Satellite

EX

as ebumy 3

2 g
+hkiss Dr 2

Busy Bees @)

15 Aqer0n

Depending on the software installed on your wall mounted instruments(s), you may see a
recalibration or service due date. You need to have either FM-20.0+ or BK-20.0+ installed on
instruments to see this. If you do not have firmware that is 20+, you will need to contact
Alcolizer to get your software upgraded before you will be able to use this instrument with
AlcoCONNECT after 25 October 2024.

NOTE: You will not see a service due date until the instrument has connected to
AlcoCONNECT.

11.2 Removing an Instrument
If you would like an instrument removed from your portal, one of your authorised company
contacts will need to email Alcolizer customer service to request this.

11.3 Configuring An Instrument
This is only applicable to wall mounted instruments. AlcoCONNECT provides the ability to
manage the idle background configuration settings on wall mount units:

Configuration Item Description

Enable or disable the display of the wall mount unit
background image on the idle screen

Specify a custom background image to display on the idle
screen. The image must be no wider than 800 pixels and no
taller than 600 pixels, and can be in the format PNG, JPEG,
GIF or BMP.

Idle background enabled

Idle background

e To configure an instrument, open the instrument for update as described above.
e Update the instrument configuration values as required. Note if a configuration
value is left blank or unchanged it will not be sent to the wall mount unit.
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Configuration

dle tackground

Nl e o d
i b Enat S0 e

die background | Choogs File | No file chosen

e Click the Save button at the top right of the screen to save the data. The instrument
config will be saved, and a message displayed at the top of the screen reporting
success, or an error message if there were any problems (i.e., missing required
fields).

e Click the Back button to return to the Products List.

e When the wall mount unit next requests configuration changes from AlcoCONNECT
the updated configuration will be applied.

11.4 Configuring Multiple Instruments
In addition to updating the configuration of an individual instrument, configurations can be
updated across multiple instruments in a single action.

e Click on Products in the main menu to open the Products List.

e Search and filter the Products List to the instruments you want to configure..

Products

T | All Products v Q Set Configuration

Alcolizer HQ w4 22720384 location unkown Perth Rental No Date Recorded
Alcolizer HQ Perth w4 22750184 Rents| Perth No Date Recorded
Alcolizer HQ Perth LES Alcolizer 24400219 Perth Sales Katya No Date Recorded
Alcolizer HQ Perth LES Alcolizer 24470044 Perth Sales Tash No Date Recorded
Alcolizer HQ Perth LES Alcolizer 24480035 Demo with Jordan Perth No Date Recorded

Page 10f 1 (5 rows)

e C(lick on the Set Configuration button to the top-right of the Products List. This will
open the Product Configuration screen and list the instruments that will be changed.
e NOTE: the handheld instruments are no longer listed as they cannot be configured

Product Configuration Save Back
Alcolizer HQ WM4 22720384 location unkown Perth Rental

Alcolizer HQ w4 22750184 Rental Perth

Configuration

Idle background
enabled

Idle background | Choose File | Users_it.jpg

® gnabled O Disabled

e Update the configuration values as required. Note if a configuration value is left
blank or unchanged it will not be sent to the wall mount unit.

e Click the Save button at the top right of the screen to save the configuration data.
The configuration will be saved, and you will be returned to the Products List where
a message displayed at the top of the screen reporting success, or an error message
if there were any problems.
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12 Reports

e Reports can be viewed on screen or exported to Excel.

e Click the dropdown menu on Reports to select the required report.
12.1 Breathalyser Activity Report

e This report lists all breath tests in a selected date range completed on a wall mount
or via the Quick Test mode in the OnSite Testing app.

e |t can be filtered to only show those results above the set limit (Exceptions).

Breathalyser Activity Report Export

T | Ansies ~ | AllMachines v B zeco Barmsk B poceston Fram  OIDMR021  Te 14062023

3333 evalid SR 100 Wihis £5-04-2003 11:24 05 £.000 £/ 2401 BrAL 23760011

Parth 23 imalid Stal 10 whia 05-04-2023 112541 Q020 /210U BrAL ITECOLL

e You can filter the report by selecting the site, product, result type and date range for
reporting period.

Breathalyser Activity Report Export

Farth ¥ 22780011 (Parm) w Zern [ aamak B Eusastion Feom  0UO4023  Te 15062000

Perth e aia 1 548 1D Wit 05042023 11:35:41 0020 g/210L BraC 22760011

Parth a8 el S0 D) wikis 11-04-7023 10 Q091 g/TI0L BrAC ams0011

e Exceptions are highlighted in a pink colour.

12.2 Druglizer Activity Report

This report does NOT include any drug tests performed using the Full Test mode in the
OnSite Testing app. See OnSite Testing Report for drug tests performed by the OnSite
Testing app.

This report lists all single drug tests in a selected date range.

e Filtering reports is achieved by selecting the site, product, result type (Negative, or
Unconfirmed) and date range for reporting period.

Druglizer Activity Report ~ Expert

mvalid S D LES Orgiizer 03-12-2019 082830 Uncoofin 29400073
Parth malid Saff 0 LS Orvgiizer 0%-12-2019 115008 o 37000134

Ferth valid Staf 1O LES Orvggiizer 12-12-2019 120958 Unconhn 37000134

12.3 Staff Activity Report
This report provides a list of all staff and shows which staff have given a sample on the
selected date. See Appendix 1 How to set up Staff Activity Report for swing shifts if you
need to be able to customise the use of the Staff Activity Reports for swing shifts.

Document status: ISSUED Page 34 of 40 Version: 18
Classification: PUBLIC Uncontrolled document when printed



Mlcolizer

technology
AlcoCONNECT Data Management System

User Manual
e Filtering the report can be achieved by selecting the staff site, job title and a single
date. Note, this is the site that a staff member is assigned to, and not the site that a
testing device is assigned to.
e Staff who have not provided a sample are highlighted in pink.

Staff Activity Report

7| A Staff Sites v | Al Job Titkes v at @-‘v‘--‘
6114 Romea Galf General Manager
000 Alpha Hotel ADD technician/sales associate Meloourme

Oscar Pert

12.4 OnSite Testing Report
This report gives you information on any Alcohol and Other Drugs testing performed via the
Full Test mode in the OnSite Testing app over a selected date range.

Dashboard ~ Sites  Staff  Products

. Breathalyser Activity
OnSite Testing Report

rrom | 0106 PrUglizer Activity

eath Tes staff Activit

fient fite IName BreathTest  [DrugTest Y
fResult Resuit

01/06/2023COR Alcolizer HQ perth O ng

01/06/2023 0FD perth Test Positive est 01/06/2023.000g/210L  Unconfirmed

01/06/20231TR Test Positive N/A 01/06/2023N/A Positive

If an unconfirmed drug test results is sent to a laboratory for confirmation testing, then a
PDF of the lab test results can be recorded with the test record. This feature was
implemented in April 2022 and is not applicable to lab test reports completed before this
release. See OnSite Testing Dashboard for details on how to upload the PDF.

Confirmation Results

Drug Class

AMP Megative

Lab Test Results POF: Download I

12.5 Company Setup
This report allows customer contacts and customer admin users to view your company’s
AlcoCONNECT setup.

This report provides the below information:
e AlcoCONNECT Expiry Date — your user access may be removed if AlcoCONNECT is not
renewed.
e Authorised Company Contacts — people who can ask Alcolizer to make a change.
e Company level email alert recipients.
e Sites and number of machines linked to each site.
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e Machine details including site, date of last log processed and next service date (wall
mounted devices on firmware 20+ only). Where these dates cannot be displayed in
AlcoCONNECT, you will see N/A or No Date Recorded.
e User details including site access and the last date each user logged in.
e APl Setup (if enabled). If your company has been setup to use either the push or pull
API, the relevant icons will be displayed.

You will be able to click on the company name, site machine and most user rows to update
your data. Please contact Alcolizer if you are an authorised company contact and do not
have access to this report.

ACME Pty Ltd - AlcoCONNECT Expiry Date : 27/10/2026 - Company Status : Active
Legend: Pull AP| Enabled (Inactive) aPuII APl Enabled Push AP Enabled {Inactive) & Push APl Enabled

480 Main Road Authorised Company Contacts: Joe Bloggs, Jane Bloggs jane.bleggs@acme.com Push API Enabled: Yes &3

Email: joe bloggs@acme.com Pull AP Enabled: No
State: WA Phone: 1300 226 267
Australia Maobile:

Fax:
Sites
I L = O = S
Head Office 0
Machines
[hicnne———Tumanerpe ————Jste L comaren ———mone | sovcomueome | iscgrocesesn |
22760011 W4 t 813 18-11-2026 27-10-2025
34400872 LES Alcolizer t 7111 N/AE No Date Recorded @
Users
I T S A o L T i e e
Jane Bloggs jane.bloggs@acme.com ‘Customer Contact ACME Pty Ltd Mo Date Recorded Active
Joe Bloggs joe.bloggs@acme.com ‘Customer Contact ACME Pty Ltd No Date Recorded Active

13  Account
Under the account section you can set your own contact details, configure emailed reports
and change your password.

13.1 Authorised OnSite Testing Technicians

If you are set up as an authorised OnSite Testing (AOD) Technician in AlcoCONNECT, your
Technician Initials will be displayed. These need to be entered into the OnSite Testing App
to be able to sync your Full Test mode test data to AlcoCONNECT.

OnSite Testing Technician Initials ABCD1234

Change Password

13.2 Configure Emailed Reports
e The Breathalyser Activity, Druglizer Activity, Onsite Testing and Staff Activity Reports
can be emailed to you up to 6 times a day.
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e You must select your Time Zone, so the email is sent at the right time.
e Select which report you would like to configure using the tabs.

Timezone (UTC+08:00) Ausfralia/Perth hd
Emailed reports are sent at the timezone set above and include all the test results in AlcoCONNECT for the current day up until the time the report is generated. If you would like to receive all tests for the day, then set the time to
00:00. E.G To receive a report for all of Monday's results set a Monday Shift to be 00-00.

Breathalyser Activity Druglizer Activity ‘OnSite Testing Staff Activity

Report: Staff Activity
This shows a list of staff names and which staff have given a sample. You must have staff set up in AlcoCONNECT and have authorisation enabled on your wall mounted instrument or enter a staff ID in an Alcolizer app (Quick
Test Mode) when using a handheld instrument

Days Shift1 Shift 2 Shift 3 Shiftd Shift5 Shift6

(] Menday - v v - ~ - - v - v - ~
[ Tuesday hilE b 3 hd ] hd hiE hd | A w2 A
[ Wednesday b - ¥ |3 v h v b b ¥ b - ¥ hdF| v
[ Thursday | - iz - i - w - | - vz ~
[ Frigay - v v - ~ - - v - v - ~
O saturday A A A A - A - A v v v ~
[ Sunday v ~ - - o - v ~ - - - ~

e Then select the days and times you would like to receive the report emailed

e Click the Save button.

e See Appendix 1 How to set up Staff Activity Report for swing shifts if you need to be
able to customise the emailing of the Staff Activity Reports for swing shifts.

If you would like to receive all tests for the day, then set the time to 00:00. E.G To receive a
report for all of Monday's results set a Monday Shift to be 00:00.

Breathalyser Activity Druglizer Activity OnSite Testing Staff Activity

Report: Stalf Activity
This shaws & Ret of £aff names snd which TSI hEve given & cample. You must hawe a1 28t up in AlcoCONNECT and hive BUthorizstion snablad on your wall maounted infrument oF &ntsr & 52 (D in 5n Aleolizer 3pp (Quick
Test Mode) when uging 3 handhald instrument

Daye Shify 1 Shife 2 Shife 3 Shife 4 Shife 5 Shift 6

B Monday 06 v 00 w 00 w00 v ~ ~ w w w w w v
Tussday » » o et ¥ b ~ i - b b -
Wednesday v w v v ~ » - v v
Thursday w B v v w w w v v
Friday - ~ - ~ ~ ~ - ~ ~ - v w
Saturday v w v v » v » A4 » - v v
Sundsy v w v v v v w v w w v v

14  Support

Under support you can find a quick user guide to getting up and running with AlcoCONNECT.
If you need more information, you can also check this User Manual. This is linked at the
bottom of the AlcoCONNECT portal.

Document status: ISSUED Page 37 of 40 Version: 18
Classification: PUBLIC Uncontrolled document when printed



Mlcolizer

technology

AlcoCONNECT Data Management System

User Manual
15 Appendix 1 How to set up Staff Activity Report for ‘Swing Shifts’

15.1 Introduction to setting up ‘Swing Shift’ feature in the Staff Activity Report
This section is designed to help you configure the Staff Activity Report (SAR) function for a
‘Swing Shift’ effectively. It's important to note that SAR calculations are site-specific, relying
on the staff member's location rather than the site of the breath testing device.

When you log in using the user setup described below, you may not initially observe any
test results on the Dashboard. However, accessing the SAR will provide you with the results
you need.

15.2 What is a ‘Swing Shift’

A swing shift, also known as a swing schedule or shift work, is a work schedule arrangement
commonly used in industries that require extended-hours operation beyond a “standard”
eight-hour workday.

In a swing shift, employees work a set number of hours that overlap with both the day shift
and the night shift. This means that they typically start work in the afternoon or early
evening and end late at night.

Swing shifts are often used to ensure continuous operation or coverage of essential tasks
during various hours of the day and night. The exact timing of a swing shift can vary
depending on the specific needs of the organization or industry.

15.3 Set up of Breath Testing Devices

You should leave the breath testing devices assigned to the current site and do not need to
move the devices between swing sites. This will ensure that any users set up to have access
to the current site do not lose access to the data.

15.4 Set up of Sites

Set up sites with identifying names like swing 1, swing 2 etc.... Create as many sites as there
are swings. You could also break the swings up by start time e.g., swing 1 6am start and
swing 1 6pm start to further customize this. This will ensure that people starting at 6pm are
not included in the 6am email.
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Sites Save Delete Test email
Site Name Swing 1 2= Company Alcolizer HQ v
Country Australia v Region QLD 5
Address line 1 132-140 Ross Court Suburb Cleveland 4163 5
Address line 2 CLEVELAND Company Breath Result Limit: 0
Contact Person Alert recipient email 1
Phone 1300789708 Alert recipient email 2
Fax Alert recipient email 3
Mobile Alert recipient email 4
Email Alert recipient email 5
Status ® Active D Inactive Time Zone (UTC+10:00) Australia/Brisbane v

15.5 Set up Users

NOTE: you must be a customer contact or customer admin user to be able to create users.
Contact whoever manages your AlcoCONNECT setup in your company for assistance if you
do not see ‘Users’ in the AlcoCONNECT menu.

Set up a user for each of the sites/swings created above with a single site restriction e.g.,
user 1 = swing 1, user 2 = swing 2.

Each user’s email address must be unique as the email is used as the AlcoCONNECT
username. Most email addresses can use a format like these shown below. Everything after
the +is ignored and the email comes to you as if it was sent to first.last@company.com. We
suggest testing that this feature works for your email address first.

. first.last+swingl@company.com

o first.last+swing2@company.com
User Save Back
This form allows you to create users who can login to AlcoCONNECT. All fields marked with a star are mandatory.
Name Swing One m
Email first last+swingone@company.com
Mobile 0412345678
Phone
User Type Customer Manager v
Site Swing One X
Report Access © Company Data Check Access @ Check Box(es) Below For Report Access @

Breathalyser Access
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15.6 Set up staff

Set up staff in their correct swing/site. This can be done quicker by exporting an existing
staff list, updating the site column in the excel file and importing it. Site names in the excel
file must match exactly the site name in AlcoCONNECT. In this example, the change is made
on a staff profile page.

15.7 Set up reports schedule

Log in as each user/swing and set the report schedule. If you set up swing 1, 2 etc to run at
the same time, you will get emailed all swing reports at that time. You can ignore the other
swing/site emails. If there are no tests recorded against a swing/site, there will be no file
attached and the email will state that there were no tests.

Emailed Reports

Timezone {UTC+08:00) Australia/Perth w
Emailed reports are sent at the imezone set above and include all the test results in AlcoCONNECT for the current day up until the time the repart is generated. If you would like to receive all tests for
the day, then set the time to 00:00. E.G To receive a report for all of Monday's results set a Monday Shift to be 00:00.

Breathalyser Activity Druglizer Activity OnSite Testing Staff Activity

Report: Staff Activity
This shaws a list of staff names and which staff have given a sample. You must have staff set up in AlecoCONNECT and have autherisation enabled on your wall mounted instrument or enter a staff
1D in an Alcolizer app (Quick Test Mode) when using a handheld instrument.

Days Shift 1 Shift 2 Shift 3 Shift 4 Shift 5 Shift &

B Monday 06 w20 w~ v o v v v v : v vz v w v
& Tuesday 06 v:2 ~ v e viw viow v i
Wednesday 06 v :20 ~ b v Mt M M ~ M ~ - v
Thursday 06 w:20 ~ Mk v Mk A Mk ~ ME - W hd
@ Eriday 06 v:20 w v vioowv vioo~ i i
@ saturday 06 v:20 ~ vioow vioow vioow v vioow
@ sunday 06 w {20 ~ v o v v v v i » w3 » v i v

15.8 Optional (Set users to inactive)

If you are a customer contact or customer admin user, you could log in and make sure only
the user associated with the current swing/site is set to active. The inactive swings/users
would not be emailed their scheduled reports until they are set to active again. You would
need to login and adjust this with each swing change though.

Status O Active

R Inactive

Last Logged In 28\1 Status controls whether a user can log in and receive automated reports. It does not stop the email from getting emailed exception alerts.
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